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DRM vs TPM

Digital Rights Management (DRM) 

TPM
The management of 
rights from both a 
licensor and licensee 
perspective 

Technology used to 
control access to or use 
of a digital work
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TPM: Access vs. Use controls

Access Controls

Limit use to 
“authorized”
users

Use Controls

1. Specific use actions: 
copy, paste, save, print, 
email
2. Extent of use: amount 
and duration
3. Current vs. 
subsequent use
4. Individual vs. group 
use

Use Controls

Limit use to 
“authorized”
uses
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Motivating Questions

• To what extent are scholarly 
publishers employing TPM?  

• Will the TPM used by similar to that 
employed in consumer media 
markets?  

• How will the employed TPM affect 
learning, teaching, scholarship?
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The Main Point

Our current conceptualizations of TPM are 
too narrow – Let’s introduce some useful 
distinctions.

Vocabulary distinctions useful for both 
usability concerns and license negotiations
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Soft vs. Hard TPM

Soft 
TPM 

Interface or server side configurations of software 
or hardware that may discourage certain direct uses 
such as saving, printing multiple pages, emailing.  
Importantly, desired use may be achieved through 
workarounds such as multiple sessions, or operating 
system or browser functionalities.  These 
workaround may not be obvious and it may involve 
considerable inconvenience to the user

Hard 
TPM

Systems that strictly control or disallow direct or 
subsequent use actions including saving, printing or 
emailing despite operating system or browser 

functionalities
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Presumed use rights

• Users can view all of the selection.  
• User can print the selection.
• User can copy and paste large portions of 

the selection (text and or graphics). 
• User can save a copy of the selection to 

local disk.  
• User can view the local copy, print the 

local copy, and e-mail the local copy.
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What we observed

• A lot of “soft” TPM

• Very little “hard” TPM 
• Two within the files of study, but not in the sample
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Soft TPM

But what if a resource doesn’t completely 
block certain uses, but makes them very 
inconvenient?

– Soft TPM: Discourage certain uses, but use 
may be achieved through non-obvious or 
inconvenient workarounds.
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Soft TPM types 

• Extent of Use TPM
• Block excessive or suspicious extent of use
• Batch sizes

• TPM by Frustration
• Content is broken up into chunks

– Inconvenient to print, save, email
– Chunk size

• TPM by Obfuscation
• Interface does not adequately advertise use functionality

– Requirements to tag records prior to use
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Soft TPM types

• TPM by Omission
» Use functionalities only possible through browser or 

operating system tools

• TPM by Decomposition
• Hybrid nature of HTML content makes saving, 

emailing, transferring difficult

• TPM by Threat
• Declarations in EULA or popup discourage uses.
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Hard TPM: SAE and ArtSTOR

• Hard TPM
– No OCR
– secure container system

Encrypts content and require 
an external software 
device to decrypt and 
serve the content to the 
user

Patron may or may not be 
able to save content to a 
local location
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Technological Protection Measures

Page chunking: 
Netlibrary

Secure container 
system: SAE, 
ARTstor

What are the boundaries? When is something 
not a technological protection measure? What 
does it mean to broaden or narrow the scope 
of what we consider a TPM?
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The Main Point Redux

Our current conceptualizations of TPM are 
too narrow – Let’s introduce some useful 
distinctions.

Vocabulary distinctions useful for both:
* usability concerns, and 
* license negotiations
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Questions?
eschenfelder@wisc.edu
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Extent of Use TPM
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TPM by Decomposition
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TPM by Frustration
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TPM by Threat
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TPM by Omission
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No OCR Text
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Layered Use Rights/Controls

Copyright Law and Fair Use 
Provisions

Licensing Terms (Contract Law)

Technological Protection 
Measures (DRM)
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The scholarly library access myth
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